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Abstract: We live in an online world. Everything we do is connected with the use internet. The Information and 
Communication Technology has developed so much and contributed towards economic and social benefit. But, on 
the other side, terrorists and cybercriminals are using cyberspace for criminal actions. Such problem is not local and 
for single country; it is global and therefore needs a global approach to tackle such criminal actions.  Since 2015, the 
terrorist attacks in France and Belgium have become synonymous with an increased security threat, influencing the 
public debate and leading EU and member state’s authorities to propose several measures aimed at tackling the issue 
of increased protection. Among these, the priority given to the fight against terrorism has stressed some specific 
issues. With criminal activities increasingly moving across borders, the problem of retrieval and use of data on an 
international basis for crime prevention and investigation of criminal actors has come to the fore. As a starting point, 
the paper takes into consideration relevant national case studies such as France, Germany and Italy to deepen the 
understanding of online privacy and the fight against terrorist and criminal activities in each country. The issues of 
e-evidence and of access to and use of digital information by judicial and police forces for trials are among key 
points. The first important problem to arise is that of cross border data requests for e-evidence. This apparently 
simple technical issue triggers a series of problems directly related to sovereignty and the rule of law in the digital 
age.  The Council of Ministers of the EU in June 2016, stressed out the significance of improving the effectiveness 
of criminal justice in cyberspace. In its conclusions, the Council provides a starting point and the paper seeks to 
answer several questions: What are the main challenges that EU and member states face today when they collect e-
evidence? How are they tackling these issues (explained through case studies)? Can an EU common framework 
provide solutions to solve these problems? Therefore, law enforcement authorities should be able and supported to 
effectively conduct investigations against terrorist acts and terrorist groups using the information and 
communication technology. But, there is an issue of territorial jurisdiction, because of the internet and its no-border 
nature. Questions arise regarding the data that could be used as evidence in courts and the judicial cooperation, as 
well as the privacy protection of citizens. The paper concludes that EU should adopt a common framework defining 
“e-evidence,” what is a “service provider” and what it means to be “offering services in the EU.” To make judicial 
cooperation more efficient, the EU should make clear the application of the principle of mutual recognition. Once 
clear guidelines are established, every single actor in the game must do his part and play according to the same rules. 
Trust between law enforcement agencies, judicial authorities, users, civil society, service providers, and EU 
member-states must exists. 
Keywords: European Union, cyber-crime, electronic evidence, exchange, process 
 
1. INTRODUCTION 
The collection of e-evidence – defined as data that is created, manipulated, stored or communicated by any 
device, computer or computer system or transmitted over a communication system that is relevant to the judicial 
process – is becoming more and more relevant in criminal justice to successfully prosecute not only cybercrime but 
all criminal offences. The EU Council in June 2016 emphasized the need of e-evidence collection and their use in 
criminal procedures concluding that such an improvement should occur through enhanced cooperation with service 
providers, reorganization of mutual legal assistance proceedings, and review of the rules to enforce jurisdiction in 
cyberspace.
243
 The mutual recognition principle became a key element in Europe’s cooperation in criminal matters 
and the introduction of the European Investigation Order (EIO) is a significant step forward.
244
 Basic documents for 
securing e-evidence throughout member-states are the Council of Europe’s Convention on Mutual Assistance in 
criminal matters,
245
 The Schengen Convention,
246




                                                          
243 Council of the EU, Council Conclusions on Improving Criminal Justice in Cyberspace, Luxembourg, 9 June 2016. 
244 Directive 2014/41/EU of 3 April 2014 regarding the European Investigation Order in criminal matters, OJ L 130/1, May 1, 
2014. 
245 Council of Europe, The European Convention on Mutual Assistance in Criminal Matters, Strasbourg, 20 April 1959. 




The paper considers several issues. First, it explains the legislative framework of e-evidence at EU level. 
Second, it elaborates the digital relations EU develops with its partners, especially relations with the USA regarding 
e-evidence. Finally, the paper explains three case studies from national authorities of France, Germany and Italy 
regarding their legislative framework on e-evidence. The three cases studies look into member-state’s legislations, 
law enforcement agencies investigation techniques and tools, relations with service providers and cross border data 
requests with other EU member states and the USA. 
First, in the context of the fight against crime, law enforcement authorities should be fully equipped to 
effectively conduct investigations to prevent, detect and prosecute using information and communication 
technologies. In April 2015, the European Agenda on Security set three main security priorities: terrorism, organized 
crime and cybercrime.
248
 To investigate crime, competent judicial authorities should be able to enforce jurisdiction 
in cyberspace and obtain the evidence and information they require. Second, judicial cooperation should also be 
consolidated to allow national authorities to obtain data when it is found or moves across jurisdictions and stronger 
cooperation with service providers by concluding agreements or informal arrangements to exchange e-evidence in 
the context of crime investigations. However, the current international framework is not proving to be working 
effectively. Mutual legal assistance should be the most common solution for law enforcement authorities to gather 
cross border e-evidence, but it is turning out to be increasingly problematic. Procedures could take months due to 
bureaucracy, dual criminality and the absence of arrangements for expeditious actions. Therefore, carefully designed 
international frameworks might therefore be the best path to follow, instead of adopting domestic measures. Third, 
privacy should continue to be protected and citizens should not fear that their online data are accessed by authorities 
regardless of proper legal safeguards. An international framework might be upheld only if all the players involved 
respect and play according to the same rules. In this context, activities brought by Snowden affair have influenced 
ongoing discussions on the importance of ensuring privacy in cyberspace. Access to data should occur only in the 
context of crime investigations and under the safeguards and legal requirements of criminal procedure laws. 
 
2. EUROPEAN JUDICIAL COOPERATION AND E-EVIDENCE IN THE EU 
The existing legal framework in European judicial cooperation moves towards the mutual recognition 
principle in criminal matters, according which every judicial decision shall automatically be accepted in all other 
member-states and shall have the same or at least similar effect.
249
 The principle aims at replacing the traditional 
forms of international cooperation, which are considered to be slow, complicated and insecure. EU was concrete in 
applying the principle by accepting the European Arrest Warrant in 2002, oriented towards replacement of the 
multilateral extradition system with enhanced and simplified procedure.
250
 
The judicial cooperation in the EU developed in 1985 through the Schengen Area. With the removal of 
checks on their internal borders, EU became aware of the need of effective pursue of criminals acting through 
member-states and anticipated series of court procedures for facilitation and enhancement of investigation in 
criminal matters. The Schengen acquis established the Schengen Information System for improvement of the 
efficiency in the fight against serious and organized crime. Interestingly, the Schengen Convention emphasized the 
importance of pre-trial measures, stressing out that the “data on objects sought for the purposes of seizure or use as 
evidence in criminal proceedings shall be entered in the Schengen Information System.” 251 
The European Convention for Mutual Assistance in Criminal Matters from May 2000 represents a first 
major step in judicial cooperation, including the collection of evidence. The Convention regulates relevant points, 
reaching from wide use of new technologies, including the interception of communications which may be 
intercepted or directly transmitted to the requesting state or recorded for further transmission. Additionally, it 
emphasizes the “spontaneous exchange of information”, according which, without a mutual assistance request, 
national authorities are authorized to exchange information regarding criminal offences. 
                                                                                                                                                                                           
246 Council of the EU, Council Decision Concerning the Definition of the Schengen Acquis, 20 May 1999, OJ L 176, July 10, 
1999. 
247 Council of the EU, Council Act establishing the Convention on Mutual Assistance in Criminal Matters between the Member 
states of the European Union, OJ C 197, July 12, 2000. 
248 European Commission, The European Agenda on Security, COM(2015) 185 final, Strasbourg, April 28, 2015.  
249 European Commission, Mutual Recognition of Final Decisions in Criminal Matters (COM/2000/495), 26 July 2000. 
250 Council of the EU, Council Framework Decision 2002/584/JHA on the European Arrest Warrant, Brussels, 13 June 2002, OJ 
L 190, July 18, 2002. 
251 Council of the EU, The Schengen Acquis Integrated in the European Union, OJ L 239/1, September 22, 2000. 




The Council’s Framework Decision from 2003 on the execution of orders freezing property or evidence252 
and the Council’s Framework Decision from 2008 on European Evidence Warrant (EEW)253 are included in the 
EU’s legal frame for guiding the sensitive area of cross-border collection and use of evidence in criminal 
proceedings. However, e-evidence does not fall neither under the EEW, neither under the Framework Decision on 
the execution of orders freezing property or evidence. 
The Council of Europe is the first to address the potential challenge regarding e-evidence for police and 
judicial cooperation by adopting the Budapest Convention in 2001.
254
 The Convention attempts to address the 
criminal procedure issues regarding information technologies, thereby securing legal frame for providing e-evidence 
collection. In urgent cases, “expedited means of communication, including fax or e-mail” are understood as 
accelerators of the evidence collection process, according Article 25, paragraph 3. More importantly, specific 
provisions, especially Article 29, authorize “expedited preservation of stored computer data” before formal request 
on mutual assistance is being made. Further, the Convention in Article 31, paragraph 1, deals with cases of mutual 
assistance regarding the access to stored computer data “located within the territory of the requested Party”, thus 
enabling, according Article 32 “trans-border access to stored computer data with consent or where publicly 
available”. In order to speed up the judicial cooperation in criminal matters, the Convention in Article 35, paragraph 
1, provides a 24/7 network, in order to ensure the provision of immediate assistance for the purpose of investigations 
or proceedings. Further, the “production order”, from Article 18, also, presents important measure as it covers the 
applicability of domestic orders outside the territory, such as “to submit specified computer data … stored in a 
computer system”. However, the Budapest Convention, ratified by 49 states, including 25 EU member-states, 
remains limited in its extent as it applies only on cybercrime. 
In order to secure collection and exchange of e-evidence, it is necessary for the communications and 
internet providers to make such data available to authorities. After 2004 Madrid attacks, EU sought the importance 
of controlling this area.
255
 Seeking harmonization of data retention provision, in March 2006 the EU adopted the 
Directive on data retention.
256
 As stipulated in Article 3, it applies on “providers of publicly available electronic 
communications services or of a public communications network” and, as stipulated in Article 5, only for subscriber 
and traffic data. Article 6 provides that data retention is left on member-states for a period not shorter than six 
months and no longer than two years. Finally, as the Preamble states, data should be used exclusively for the 
purposes of “prevention, investigation, detection and prosecution of criminal offences”. Despite the importance of 
data retention, in April 2014, the Court of Justice annulled the Directive regarding the right to private life and right 
on protection of personal data.
257
 According the Court, the non-discriminate data retention of legal and private 
persons may constitute a permanent surveillance, directly in opposition of the right on privacy. 
While the criminal justice strengthens, EU acknowledged the importance of human rights and rule of law in 
cyberspace. Considering the need of adaptation of EU legislation for data protection in cyberspace, the EU 
undertook comprehensive package of reforms in order to secure protection of personal data. Three significant 
reforms on rules for protection of data are highlighted.  
The General Data Protection Regulation, which entered in force in May 2016 and shall start to apply from 
May 2018, secures a high level of personal data protection and regulates the transfer of personal data for commercial 
purposes.
258
 This regulation is complemented by Criminal Law Enforcement Data Protection Directive, which 
specifically applies on processing personal data in the police and judicial sector.
259
 This, so-called “Police Directive” 
shall secure personal data protection transferred for the purposes of e-evidence in criminal investigations. It 
establishes specific rules for data exchange in the area of prevention, investigation, detection and prosecution of 
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crime offences, as well as the execution of crime sentences. When relevant authorities face with different tasks then 
these mentioned, data transfer falls under the frame of the Regulation. The Directive does not consider the police 
and judicial cooperation with third states, as it applies only on transferred data available among member-states. In 
this case, member-states remain capable to conclude bilateral agreements for data transfer in criminal proceedings. 
For other activities, such as national security, data transfer does not follow the General Data Protection Regulation 
or the Police Directive. In these cases, member-states apply domestic rules. 
With the General Data Protection Regulation and the Police Directive in place, EU turns its attention on 
reformation of the Directive on Privacy and Electronic Communications (e-Privacy Directive).
260
 This Directive 
establishes a strong prohibition for interception and record of electronic communications and retention of combined 
metadata for those communications. Also, Article 15 of the e-Privacy Directive establishes the limitations in EU 
member-states discretion to derogate from those commitments for law enforcement purposes. The e-Privacy 
Directive, aligned with the General Data Protection Regulation, shall be a central part of the EU thinking for 
acceptable mixing with the online privacy in the name of providing the law and public safety. 
Existing EU instruments show fragmented legal framework in the area of judicial cooperation in criminal 
matters. Besides this background, the EIO, as a new instrument, is expected to be transferred in member-state’s legal 
frame during 2017 in order to facilitate the judicial cooperation in criminal matters. Finally, the purpose of the EIO 
is to replace most of the existing instruments in this area, thus moving from mutual legal assistance to the mutual 
recognition principle. However, it needs to be stressed out that the territorial range of the Directive remains limited; 
not all member-states agreed upon the implementation. 
Two major parts of the EIO Directive could be identified. The first section, Chapters from I to III, is facing 
general rules for support of the mutual recognition principle in the area of collection and exchange of e-evidence. 
The second section, Chapters from IV to VI, contains specific provisions for certain investigation measures, such as 
temporary transfer of evidence, videoconference hearing information on banking and other financial operations, 
undercover investigations and interceptions. According Article 1, paragraph 1 of the EIO, a state may issue such 
order regarding one or several specific investigation measures, which need to be executed in another state including, 
if possible, exchange of evidence. EIO in Chapter V includes collection or transfer of e-evidence, exclusively 
understood as electronic data received by interception of communications. As the EIO does not consider the 
collection or exchange of e-evidence which are not acquired through interception, call on data retention has not been 
made. Also, mandatory periods for recognition or execution are included; the decision for recognition or execution 
of the EIO, according Article 12, paragraph 3, must be taken no later than “30 days after the receipt of the EIO”, 
while investigations, according paragraph 4, need to be undertaken by the executing state “not later than 90 days”. 
Finally, grounds for refusal are clearly stipulated in Article 11 where, in addition to traditional restrictions concerns 
have been made on “national security interests”. 
 
3. CASE STUDIES ON E-EVIDENCE: FRANCE, GERMANY AND ITALY 
Terrorist attacks in Europe influenced the change of thinking regarding cybercrime, especially in Germany, 
France and Italy. These states started empowering their national security and law enforcement authorities with tools 
for effective investigations of organized crime and terrorism in cyberspace. 
The terrorist attacks changed the security and legislative landscape in France, where the emergency state is 
still in force. The new Antiterrorism law is adopted in July 2016 and anticipates new simplified conditions from 
computer seizure to the level of considering the balance between security and civil rights. Although, mainly 
considered as prevention of terrorism, the computer seizure is allowed for targeting individuals that represent threat 
for national security. In Germany, new version of Remote Communication Interception Software was approved by 
the Ministry of Interior in 2016 and new antiterrorism law is adopted in August 2016, expanding the competences of 
law enforcement and intelligence agencies. The software takes the surveillance of communications one step further 
and enables monitoring computer communications and other electronic devices before communications and data are 
encrypted. The software is legally limited to the interception of real-time communication, messaging software, as 
well as email conversations. Moreover, the Ministry of Interior is planning to establish a new agency focused on the 
decryption of communications. In Italy, the encryption and the introduction of Trojan horses for interception of 
communications in the Criminal Procedure Code animated parliamentary discussions and public debates on the 
possibility of exploiting these new instruments to prosecute criminals in cyberspace. 
France, Germany and Italy have similar legislative framework which determines how the investigations are 
conducted in cyberspace. These are privacy data protection laws, criminal laws, data retention policies and 
                                                          
260 Directive 2002/58/EC of 12 July 2002 Concerning the Processing of Personal Data and the Protection of Privacy in the 
Electronic Communications Sector, OJ L 201/37, July 31, 2002. 




electronic communication laws. Also, these states have privacy protection laws and data control and limitations how 
private data and other information are transferred to public or private organizations. The level of data protection in 
France is considered to be highly enough; in Germany privacy is protected by the Constitution and the Federal Data 
Protection Act; the Italian Privacy Law is an important legislation that intervenes in order to assess the effects of 
new potential harmful provisions on citizen’s privacy. 
Regulations and procedures that govern how e-evidences are collected and used in trials are evident in 
different criminal and criminal procedure laws. Still, some elements need to be indicated: these states lack of proper 
definition on e-evidence; while the German and French law puts in details the use of malwares in criminal 
investigations, the Italian criminal procedure law makes no such reference; there are some commonalities across 
legislations regarding the fight against cybercrime and references on integrity and data originality, emerging from 
the Budapest Convention.  
These states also have data retention policies whose conditions vary more or less significantly. In France, 
data retention is predicted for a period of one year. In Germany, a new data retention law entered in force in October 
2015 and forced providers to return traffic data in period up to 10 weeks. In Italy, a new law obligates providers to 
return all telephone and electronic communications traffic data until June 2017.  
What it needs to be noticed from such designated legislation is the existence of uncertainties regarding who 
should be subject to it and whether legislation is being effectively enforced. Although the French law forces 
domestic internet service providers to return data in order to confront with criminal investigations, the French justice 
allowed national authorities to send formal requests to international service providers. In Germany, domestic and 
international service providers must cooperate with national authorities; if the provider refuses, it may be fined up to 
100.000 euro. It is important to stress out that the data retention policies are provisions in the electronic 
communication laws of France and Germany, therefore the insecurity created by the absence of proper definition 
also reflects on data retention policies. In Italy, according the Electronic Communication Law, those authorized to 
secure connection or electronic communication services are bound to cooperate with national authorities and to 
secure compulsory services, including interception of communications.  
 
4. CONCLUSION 
EU put forward a series of instruments for strengthening the judicial cooperation in criminal matters. In this 
sense, the mutual recognition principle is a basic instigator of judicial cooperation and advantages rely on mutual 
trust of legal systems for speedily enforcement of judicial decisions. For purposes of securing and acquiring e-
evidence, the EIO is a significant step in two fronts; first, it creates a harmonized instrument regulating the 
collection and exchange of evidence, including data from interceptions; second, it represents a significant guide for 
development of the mutual recognition principle, although not in every cross-border scenario in which interception 
could be necessary. 
EU’s attempt to systematize collection of evidence may not deliver the complete harmonization of 
collection and exchange of e-evidence in crime investigations. Investigative powers and rules of criminal procedure, 
even among states with similar legal systems, may differ from state to state. Therefore, it may happen that the e-
evidence, acquired according the rules of one legal system not to be appropriate to create reliable ground for 
decision-making in other legal system. With no comprehensive legal frame, defying specific standards for 
procedures and modalities for collection and exchange of e-evidence, member-states tend to act differently, mostly 
on case by case. Thus, acquiring electronic evidence remains governed by national law and national criminal 
procedure. 
In such complex image, the 2001 Convention on Cybercrime remains leading international and legal frame 
for prosecuting cybercrime. With its provisions which enable expeditiously actions, the Convention in some cases 
may offer rapid and efficient regime or international criminal justice, thus responding to the collection of e-evidence 
issue. Undoubtedly, the Budapest Convention, which enables authorities to secure computer data in specific criminal 
investigations, contributed for strengthening the cooperation in the fight against cybercrime. However, the 
Convention remains limited in its extent, as it applies only on evidence leading towards conviction of computer 
related crime. Further, relying mostly on mutual legal assistance, instead on mutual recognition or direct trans-
border access, it is criticized for general non-efficiency and especially obtaining e-evidence. Therefore, e-evidence 
collection in cyberspace is still dependant on voluntary cooperation among authorities or on complicated procedures 
for mutual legal assistance.  
EU member-states – France, Germany and Italy – share significant legislation which is vital for judicial 
cooperation in criminal matters. Further, the Budapest Convention, which is not EU legislation, but is ratified by 25 
member-states adds additional layer of commonality. A joint Franco-German declaration from August 2016 offers 
some other insights of possible ways for strengthening the judicial cooperation and eventual EU level 




harmonization. Besides the identification of solutions for pursuing suspicious terrorists who communicate by 
encrypted means, Ministers of interior of France and Germany call on the European Commission to propose new 
legislation that would force communication and internet providers to cooperate with judicial authorities of the state 
where they offer its services. 
There is a large part of common characteristics among EU member-states and there is a solid ground for 
common approach but it is far from being definite. Rules regarding collection and exchange of e-evidence in EU and 
between member-states and third states still rely on complicated mutual legal assistance agreements. In this regard, 
authorities in France, Germany and Italy agree on the need of processes at EU level for enabling effective 
cyberspace investigations. This could be preferred by the member-state’s attempts to empower their investigation 
powers with extraterritorial effect, potentially putting overseas and multination providers in difficult jurisdictional 
situation. Harmonized, multinational agreement on the scope of powers and minimal protection, shall secure clear 
and transparent action area. 
Once guidelines are clearly set, every single actor must do its share and play according the same rules. The 
trust among law enforcement agencies, judicial authorities, users, civil society, service providers and EU institutions 
must complete the process. All parties must acknowledge that this kind of trust is heavy to build, but easy for 
destruction. Rejecting the needs of different interested parties may only increase the conflict and instead of 
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